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ABSTRACT

The COVID-19 pandemic in 2020 impacted all aspects of life and business, resulting
in the adoption of new organizational working models. Organizations mandated their
employees to work from home (WFH). As a result, employees adopted it quickly and
started work-from-home( as soon as possible and where WFH was feasible). The new
age concept of new-work-from-home (nWFH) was elicited by Patricia et. al 2021, to
differentiate from earlier routine work-from-home, nWFH is characterised by limited
planning, design, or testing (Patricia, 2021). Security Threats to Information systems
have also shown an increasing trend (Carlsten, 2021) due to this nWFH. The sudden
change in work settings presented several issues for practitioners, forcing them to judge
corporate information security. Organizations were not ready to handle this sudden shift
in the workplace (Rodbert, 2021). Here the readiness to safeguard against information
security threats in the nWFH scenario becomes vital from both the organizational
perspective and the overall security posture. Hence we pursued the following objectives
in this research. We explored the factors which could lead to organizational readiness
(ORE). We developed a framework to be used by organizations when their employees
work from home(nWFH). Explored the related influences of nWFH on information
security threats of an organization, explored factors for assessing the readiness of
organizations to safeguard against the information security threats, and lastly,
understood various challenges organizations faced when they intended to implement
the readiness guidelines.

We conducted an initial field study to explore the practical issues faced by organizations
concerning information security due to nWFH, both in large organizations and small
and medium enterprises (SMEs). By SMEs, we refer to the medium sized organizations

based on the data collected from this type of organizations, we found that nWFH has




impacted organizations' information security due to changes in the workplace. The
organizations required more time to be ready to manage information security when the
entire organization worked from home. The state of readiness in medium enterprises
differed from large enterprises due to resource constraints (people, process, and
technology) (Cates, 2005), the absence of appropriate security policies, expected
infrastructure support, and support from top management.

The main concerns reported from our initial study were the impact of nWFH on
information security and their non-readiness to manage information security. After the
initial discussions with subject matter experts, we found that large enterprises had a
better infrastructure to manage the sudden change of workplace from traditional offices
to home. However, SMEs faced budget constraints, infrastructure, communication, and
security planning. Hence we decided to explore further the factors that lead to the
readiness of SMEs.

The organizations' readiness to manage information security in the context of nWFH,
the impact of nWFH on information security threat, and challenges in implementing
readiness were the main topics of interest that emerged from our initial study.
Therefore, our research aims to seek an answer to the following questions. How is the
nWFH different from earlier WFH? How does nWFH influence the information
security threats of an organization? How ready are organizations, and how do they
assess their readiness to address information security risks in nWFH? What challenges
do organizations face in implementing their readiness guidelines? Since these topics are
not described much in the literature, we approached this research with the exploratory
method through primary data collection with in-depth interviews (Showkat, 2017). We
followed the purposive sampling method (Recker J. , 2021) , (Etikan, 2015) with

snowball sampling to identify the prospective organizations for data collection. We




collected data from subject matter experts in 20 organizations in SMEs. The sample
size is in line with the recommendation by (Marshall, 2013) for qualitative studies.
Transcripts generated from interviews were analyzed using content analysis
methodology.

In the first study on nWFH influences on information security threats, we noted mixed
responses. Even without essential VPN services, SME organizations did not face threat
incidents during the pandemic. Hence this was counter-intuitive to our initial study. As
per the researcher’s knowledge from the security industry and from the various reports
which stated a sizable increment of threats during the pandemic. However, a few
respondents indicated they have the required infrastructure but did not choose to
elaborate on the tools /products used for nWFH. They also did not face security
incidents during the pandemic. Other section of participants from vendors to large
organizations said, they used the VPN service and had no incidents. However, during
the interviews, we observed the tone of the respondents as they could not reveal the
incidents due to confidentiality.

In contrast, some respondents with an experience of 4-5 years informed us of a
ransomware attack which they recovered from, as it was an insider threat. When probed
more the participants informed that the primary issue they faced was BYOD (Bring
Your Own Device) vulnerabilities when people work from home. Also, the suggestion
on BYOD was to use the organization's OS(operating system) image and network
connection through VPN. Thus ransomware and BYOD vulnerabilities were the top
two vulnerabilities when people adopted nWFH during the pandemic.

In the second study, we investigate the degree of readiness in organizations, and the

assessment of readiness to address information security risks in nWFH.




First, we figured out the factors leading to the readiness of organizations to safeguard
against information security threats when people nWFH. We did multiple levels of
analysis and coding from the interview transcripts and identified 11 factors that led to
organizational readiness to safeguard against information security threats during
nWFH. We identified the following six factors and mapped them to existing literature
- resource readiness, cultural readiness, strategic readiness, IT readiness, cognitive
readiness, and partnership readiness. We identified five new factors: security valence,
cyber security risk management, balanced CIA (confidentiality integrity availability),
WFH Policy, organizational best practices, and technical best practices.

Analyzing further, we infer that two factors that drive organizational readiness
assessment are — technology assessment and organizational assessment. We have
compiled a checklist tool that was verified for its usage in three organizations. We
obtained positive feedback, and these organizations were willing to use this checklist
tool.

The third study investigates the key challenges the organization’s faced to implement
the readiness process. We found that the following were the ten key challenges,
employee perception towards security and readiness process, employee willingness to
change, handling change management process, readiness process of all organizational
units, support group challenges, third party compliance process, vendor compliance to
readiness process, process burden, training and awareness, employee attitude to adhere
to readiness process. The results from this study will help as a reference for practitioners
trying to understand the challenges faced in implementing an organization readiness
framework to mitigate information security risks.

We have further contributed to this research by documenting the best practices that

emerged during our in-depth interviews. During the interviews, participants, mainly




security managers, often spoke about their best practices. Hence, we collated all the
best practices as a guide based on the “voice of security managers”, we abbreviate this
as VOISM and as an additional contribution to this study. The Best Practices Guide
(BPG) comes as a saviour if followed, as every security manager articulated these
practices in each interview. Hence we see a high-value contribution to the organizations
from this BPG. To nurture this further, the organizations can periodically collate best
practices. The motivation should come from the concerned top management team
(TMT) to the employees to follow the BPG and enhance the existing BPG.

The key factors contributing to organizational readiness were integrated into a
framework(11-factor model) for ease of use and tested in three SME organizations.
First, we explained the framework in detail and the associated measurements of each
factor. We followed Spencer's requirements for validating the qualitative framework
(Spencer, 2003). The feedback received was encouraging, and the organizations
planned to implement the framework for their use and embrace it for the betterment of
their future readiness programs. The concerned managers in these three organizations
prioritized the "security valence" to be measured first to understand the organization's
affinity towards security and then go for other factors in a phased manner. We have met
the study's objective with the framework's usefulness established from the feedback.
These research findings will help organizations /practitioners get a holistic view of their
readiness and conduct self-assessments to safeguard against information security
threats in the current nWFH scenario. Should the same situation occur again, they can
be future-ready with the implementation of this framework.

Keywords: Information security, cybersecurity, ransomware, BYOD, pandemic,

organizational readiness, work from home, CIA, security valence.
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CHAPTER 14 : DISCUSSIONS AND ANALYSIS OF FINDINGS

This chapter describes the findings and discusses the integration of the qualitative
results.

This study explores organizational readiness as a construct to safeguard against
information security threats in the nWFH scenario. To serve this objective, this research
work has adopted a qualitative method for data gathering based on interviews with
subject matter experts with relevant experience and who witnessed the nWFH during
the pandemic. The findings from this study helped in explaining the phenomenon.

In this section, we attempt to integrate the findings for all the research questions and
summarize them to produce theoretical and practical contributions.

This research work, employed an exploratory method to understand and explore each
of the research questions categorically. We opted for an exploratory study for the
following two reasons. First, we could not find much relevant literature specifically for
organizational readiness in the nWFH and security context. Based on initial meetings
with subject matter experts we believed that the phenomenon holds the potential to
provide a better understanding of nWFH in the pandemic situation and how it impacts
the IS threats. Second, the nWFH being a new phenomenon witnessed during the
pandemic, the inductive approach was more appropriate since the phenomena were
observed at an individual level and generalization came later when the phenomenon
was observed later. An observation in this study was there was no direct literature
available on ORE for nWFH and IS threats. After exploration from the interviews, we
tried to map the factors to the existing ORE model (Lokuge, 2019). This model was
explored for digital innovation and had organizational elements. Hence we partially
approached the deductive method as well. The final contribution of 5 new factors was

purely from the exploration. The new factors have been validated with the subject
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matter experts and three organizations are positive on one of the five factors “ security
valence”, which they felt was a starting point for understanding the affinity of
employees and the leadership towards security. This was encouraging to us, as it was
the first step towards the ORE model.

The common denominator was the nWFH which triggered all the organizations to get
ready and implement various other processes apart from security as well.

We achieved the assessment of readiness through the checklist, again this was validated
by subject matter experts with a positive outcome.

The challenges to implementing ORE saw a very vocal discussion as the participants
were keen on informing their challenges. We believe some of the challenges may be
common per say, but documenting the challenges and a continual follow-up in the
organizations can help in mitigating the challenges.

The additional contribution of this research - the best practices guide (BPG) comes in
handy and practical to industry colleagues and the practices can be chosen one at a time

and implemented to build the secured organization.
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CHAPTER 15 : CONCLUSIONS AND IMPLICATIONS

Exploring a multidimensional construct, namely Organizational readiness, the present
study contributes to streams of literature in the domain of information systems and
information security. The study focuses on the novel concept of organizational
readiness as a proactive measure for any such situation which challenges mankind.
Should any such situations arise in the future this model is likely to help the industry.
The study has both practical and managerial implications. In the following section, we
have discussed the implications of the study in detail.

15.1 Contribution to the theory

Our work can be categorized as a methodological contribution as we have employed
qualitative methods, in parts used inductive and deductive methods. The inductive part
has resulted in capturing the minds of the SME experts and hence contributed to the
best practices. The deductive part has helped to map a few factors found from this study
to other context models like the ORE for digital innovation (Lokuge, 2019). Our
research design, though might not be a first of a kind but sets a rigorous example to
approach research problems that broaden the knowledge in IS area. Apart from the
rigour in methodology, our findings contribute to important streams in information

(13

systems. The new construct “ security valence” is yet another contribution to
information systems security literature. The other new factors, cybersecurity risk
management, balanced CIA, exclusive WFH policy, and cybersecurity insurance will
strengthen the model.

15.2 Contribution to the practice

The study has significant implications for practitioners, as managers face serious

challenges during the nWFH in managing their teams. In the IT industry, professionals

are believed to experience a higher level of stress due to nWFH. The BPG, challenges,
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and assessment checklist comes in handy as a ready reference for practitioners.
Organizations can leverage this model takes care of their security as a whole and
security as a habit by the ways of assessing their security posture. The findings have
implications for organizations in terms of managing congruence between internal and
external (vendors) security expectations. More so with the thinning boundary of
traditional offices due to long-term nWFH, the outcome of this study stands firm for
SME organizations.

15.3 Implications for human resource management:

Our findings indicate that individuals who perceive “security tasks as a burden” and do
not attend to it or perceive it in a negative way are more prone to experience a negative
outcome. They are expected to feel lonely as they work from home for the long term
without adequate support from IT or security processes and they tend to think about
leaving the organization, specific to the IT industry, as it has more people turnover.
These results can be employed to create an environment where IT professionals receive
the required support and seek security knowledge when they are away working from
home. The human resource team can co-create an environment of a secure feeling
among their people by proactively engaging with Technology teams and implementing
security readiness for the organization as a whole.

Our study also contributes to the other industries where there is a dire need for a
framework and knowledge on security. We believe that our findings will be applicable
in similar economies of SMEs.

15.4 Limitations and directions for the future research:

The present study has certain limitations that must be acknowledged. First, due to its
temporal nature and cross-sectional design, the present study does not provide

unequivocal proof of causal direction. While the reciprocal effect may be possible, there
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might be SME organizations that have limited resources and might be doing well on
security and readiness. But our model is consistent with current theories and evidence
on security incidents and constraints faced by the SMEs.

Secondly, we used a self-report methodology. Therefore biases may have crept in. We
addressed this limitation practically by validating with the experts in the security
industry. First, we collected responses directly from the people who witnessed the
nWFH during a pandemic and assured them of the confidentiality of data and second
validated the findings. Third, we have validated the inter-rater reliability by sending the
themes to map to one of the factors, this has resulted in 88% agreement.

Another limitation of this study is that we have only qualitative validation, future
research can use our model to quantitatively evaluate, thereby establishing the variance
of defining the ORE and building relationships and inter-relationships among the
variables. For the convenience of future research, we have provided a draft of a survey
instrument to measure the ORE.

On the best practices guide, the present study did not fully utilize the organizational
characteristics and just stopped at identifying the best practices. Future researchers can
consider the organizational characteristics to find if any of the characteristics influence
the following of best practices and if best practices are followed, what are the
implications to controlling security incidents in organizations.

This study assumes to an extent most of the participants are technology savvy, but
another direction to review is to understand non-technical people from a security

perspective. Future researchers can explore this aspect.
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APPENDICES

Appendix A — Guiding Questions For in-depth interviews for Data Collection

Instructions to participants, the researcher explained the below instructions to the
participants before the interview and took their consent.

Dear respondents,
Thank you for your consent to be a part of our study.

We are trying to explore the challenges faced by organisations during work from home to
safeguard against the information security threats and readiness to handle the security threats
in this WFH context. Your response will help us in understanding multiple dimensions of the
phenomenon. Please note that this is a pilot study to test the survey questions, hence your
responses will help us fine tune the questions. We ensure anonymity and confidentiality of the
responses. These responses would not be shared at an individual level, only aggregate findings
will be shared while publishing the study. If interested, we would be happy to share the results
with you. You can deny to answer any questions, responses are voluntary.

What is your present position, and how much information security experience do you have?

Just a thought... So, what comes to your mind when you think about information security? Just to make
sure we're on the same page. What does it mean to you, or what do you believe it means to you?
Regarding work from home can you share your experiences? Earlier WFH and now any thoughts you
can share?

Regarding security threats and WFH what is your experience? Why do think its risky to WFH
Regarding the organization policy was there a change why was it changed?

Regarding preparedness when I say "Organisational readiness" what are your thoughts?

Regarding your experiences during the pandemic and WFH can you shed some light?

If I mention Technology, Environment and Organisation , what are your thoughts and priority? Which
one do you first prioritise?

What are the organisational activities which you feel are important while assessing organisational
readiness?

We discussed on readiness earlier, can you elaborate any challenges to implement ,given a framework to
your organization?

Outsourcing work to third party contractors, what is your experience on this from security adherence
perspective? Do you have a security policy for contractors to adhere to? Do you see the contractors as a
threat vector?

Have you seen any exposures due to contractors in last few years or in 2 years since pandemic started?
Do you classify information based on access you provide to employees? (The process of categorising
data according to its level of sensitivity, such as open, partly open, or confidential)

What are the security standards your organization practices? Any certifications like ISO27000 ?

Is there anything further you want to say or clarify?
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Appendix B - Content Analysis and coding

TMS,0AB,PPL,OBD,0OFU,SPL.SPR,PPD,CMP,OCA,BTT,HRR,ITR,STP.SAF,0ST,PRO,HBM,RSP,CSI,SDP,SAR, TML,SBD,SCL,SCR,PRP,OBP

TBP.TFS,SATM,SAEM,PRD,TRD,ERD,CIR, OF TR, BPRD,BSSR,RFC,RMP,BCNP,DRR,BCP,PZDT,STS,CMPE,PPUM,ATR,NBV,ZTM,MNT,[RT, LS,
BCIA,TFR,eLR,PSA
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Appendix C Interview summary of RQ1

For our research question RQ1 on how different nWFH from earlier WFH scenario?

We captured the responses from the participants which are presented below.

Question: Were you able to work-from-home due to the pandemic?

90% of the participants answered a ““Yes” which was expected, as this is a global trend,

mostly in the SME IT sector. But the other 10% could not WFH due to the nature of
their work either in the manufacturing sector, Infrastructure, Data centre operations,

medical profession and Banking sector.

Based on the empirical data gathered it is proven that 90% of the workforce worked

from home which was a global trend as well.

We wanted to understand how the new-WFH is different from earlier WFH - during the
normal situation. Following were the responses.
We have ordered the responses by People, Process (policies if the organizations had

WFH as a practice), and Technology categories (Cates, 2005).

People Perspective

As per participant P1:

Ah! like when the WFH, they work at their comfort, and its more flexible, we can work
anytime as long as the work gets done, we are ok.

Participant P2 elaborated his view as per the following narration

Given for me, when I was WFH, I had the flexibility of logging in and out ... what
importantly matters to me was the added flexibility and a kind of .. you know, you can
plan your day ahead. We as an organization we also ways believe in that like we do
have business hours but at the same time, everybody in the org .. we have the flexibility
to be available and at times even you know in case if you are not available due to any
kind of personal work, you can always make it up in the next day by logging in early
and complete the tasks. So yes, flexibility is one and number two would be you get to
spend more time with family and all. You feel more energized and more motivated,
saving a lot of time in traffic.

Participants P4, P8 says
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1 see the flexibility from an employee perspective, but at the same time flexibility from
organization also as they too benefitted, I feel motivated when I started from home.
We work at our comfort and our organization provides proper access for our work
hence I feel it’s good.

So WFH is comfortable, we have meetings virtually and connected, even daily commute
has reduced, the pros are more than the cons.

Participants P6, P7, P10 ,P20 shared their thoughts as

Because of flexibility offered to employees it helps to plan our WFH tasks, anywhere
we work our philosophy is to get the work done.

Flexibility is what I see as a difference and over time people got adjusted, longer term
impact when people work-from-home is already being assessed through surveys and
how employees feel! It is just flexibility I guess, because WFH gives the flexibility in the
hands of employees to plan their day. Whereas in office we have a time bound schedule
to login and log out, So I would say flexibility to reflect on this!

There is a massive difference and before pandemic WFH - it was not an organized
aspect of working, because it was rare. but now over the past 2 years its part of life, it
has become an organized workforce at home ... they have made it a pat of life and to
make it part of life its better organized and I would add here if anyone is working from
it would not add or reduce the value ... we have learnt to deliver from home.

1t is the same, the only difference is the number of days per week. Earlier it was less
and now its 5 days a week.

WFO (work from office) - Group discussion helped us better understand the concepts
WFH - Peace of mind, travel can be avoided, tasks can be completed on a priority basis,
and discussions can be conducted over MS teams, and we are ok with this arrangement.
The following categories emerged from the people perspective

Flexibility, less travel, peace of mind, better work organization, comfort of working at

home emerged predominant expressions and had more number of citations.
Process Perspective

We explored the process perspective by asking — what was the impacts of nWFH on
the organizational routines during pandemic? Did you change organizational policies,
process, ex - security policy WFH policy etc?

What were some of the challenges you faced?
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As participant P6 says

Enforcing the Policy was difficult for our organization when people worked from home
as we did not have earlier a policy for WFH in normal situation.

Participant P9 being technical and hands on manager adds his technical expertise
narration as below

We always had WFH earlier, but we had to change the process of IAM (Identity and
Access management, this was a bigger process change in the new model of WFH.
Participant P16 being CISO(chief information security officer) adds his perspective
The process of more access to data and servers was encountered in the current
pandemic situation and we had to tweak this process, and this was a huge difference
from earlier to now!

The process is driven through a WFH policy and security policy of our organization,
the do’s and Don’ts when people work-from-home.

The process for procuring internet connectivity, where people did not have a home
Wi-Fi in remote areas, VPN connectivity and all had to be done from scratch.

P20 shared his views on how they reworked

The whole organizational routine work with respect to the WFH conduct had to be re-
worked within first few days before we announced WFH.

One of the interesting facts revealed by most of the participants is about
“Moonlighting”

P11,P8,P7,P20,P4 opened up their grievances about their employees “Moonlighting”.
P11 says we suspect some of our employees is doing more than two day jobs. This is
eroding and we can’t really check this, this is one of the pain points in work from home.
P8 puts the moon lighting as an ethical issue , employees should not do this as their
commitment to our work is derailed !!

P7 says , we have lost trust on few employees as we came to know they are doing other
company’s job, whatever their goals are !!

P20 — Moonlighting is not a new thing , if they accept another job which is outside of
our work hours.

P4 says apart from technical or organizational constraints , the employee’s ethical

aspects of moonlighting has to be understood !!
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Technology Perspective

Technology in general was cited next highest to Organizational routines! We asked how
important was technology when people WFH? What are the challenges faced? Does
technology alone help?

1 see a difference in the way infrastructure is planned when we WEH. Access to servers
and data is more now compared to earlier days as everyone needs access to data and
servers, the VPN, the central management infrastructure etc, hence from technical
standpoint organizations should be able to afford all these new costs !!
Yes. Home and office it can happen in both. The only difference is that, at least when
you are connected to the network right, Kind of controlled by the company in terms of
whether it is using a secure connection versus an open connection, those kind of things.
Generally, also not acknowledged, not like that, but many companies do have a laptop
being taken out of office. They don't even have laptops. They have only had desktops
from most of the employees once they are working from home Pretty much everybody
has a laptop connected over the Wi-Fi, which might not be secured. The scope of
compromise increases when working from home for whatever, for a lot of reasons that
are getting security vulnerabilities, earlier that a small percentage of working for a
company from work-from-home. It would impact only a small percentage. I mean, the
entire company's working from home, then you have the chances of a security breach
happening is more chances of eavesdropping a conversation into employees when it
happens in an office, the chances are less because for example, in our XXX office,
outsiders are not followed so easily and say the office or somebody comes like even
family members give not a lot beyond setting time to be instead of after an hour or
something, it's fine.

If he does have to log, now at home, I told him you're not logging anybody on a laptop
is open, right? You have no control of who is eaves dropping. You would be talking and
sharing a conversation. That could mean some suppose a friend outside sitting, hearing
to the conversation, right? It is very, you cannot basically information leak can happen
completely, both in terms of a social thing. And then the social engineering thing.
Your laptop itself is not over a secure connection right. The chances of somebody else
using the laptop increases, knowing some family member using the laptop increases,
you are using personal devices increases, the intention of some malicious user he's, he's

more brave enough if he's doing it in the company of his own, he could not insert a
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USB. Not everybody has all the mechanisms to protect it. he could insert with USB, take
out code, all that can happen, in the office.

It was very tough, but now, the chances of that increases. It's basically protecting the
data for the company, becomes a lot bigger problem, but what was a network security
problem, which was like in office, you have to worry about network security, the entire
world is a network now, security, but now it’s like. you are worried it’s not an office
network anymore. People are connected to the laptop, or the public internet and they
can connect from different locations and different timings. You cannot even monitor
properly in office sometimes, so you can monitor for some activity, but since in office
is somebody doing something, but going out to the internet and all that, we cannot
actually monitor everything which goes out. It doesn't go through your firewall. It, for
example, my connections from my laptop, obviously it might be going through the VPN
with them, accessing some internet resources. It can go directly not able to split and

link and it does not go away.

All your monitoring thing has been reduced. Now you cannot really monitor everything.

What happens on my laptop when I'm working from home, these are the problems?

If, I mean, this are the things, information security when WFH is a about that, for
example, it may not be a VPN for me. Somebody can physically say steal it, somebody
can eavesdrop. Somebody can be just sitting behind a laptop and looking at it. If they
are working on a, a coffee shop or something that is also about information security
for me when WFH or anywhere right, they are not actively monitoring, but that's the
only way there are a lot of things where somebody's laptop gets stolen. That can cause

a security issue.

Even though we say WFH, do we really know people are connected from their homes?
as the situation relaxed a bit, people started going to resorts etc so where is the

security? that difference is very difficult to manage.
1 see this question related to more work-from-home as a global trend but in terms of

control and security I see the differences from earlier WFH, server access, data access

has to be controlled and monitored.
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Ah currently when people WFH, or even then people were taking laptops to home
though they work from office , the same kind of vulnerabilities exists, so that does not
change with people WFH, So the other extra thing that has creeped in is accessing
servers and all , previously it was all routed through the office network now we might
have to give people individual access, it all depends on how well your security
management or access management to different servers or other application servers

are done and managed.

No not more access privileges , just your authentication has to be more expanded and
more robust like if you are working from office you can say access to AWS server can
be only from this IP , now we have to give individual access to all people who need
access to servers, one might be their home WI-FI is not static IP , it keeps changing,
you might have to keep changing IPs for giving access so that has brought in little more
effort on the management side because at the end of the day people still need access ,

this is the difference from technical perspective

Earlier WFH was allowed only in special circumstances and after approval. Since it
was special circumstances, it was probably not required for employees to be available
at all times during work hours. Now, since WFH is the norm, employees must be
available at all times during business hours. The conduct of an employee is expected to
be identical as if heor she is co-located with colleagues.

Our business is a hybrid operational model. Operationally we have not faced any issues
as of now so not much of a difference from earlier WFH and new WFH.

WFH infrastructure like WI-FI, VPN, Encryption, etc were planned for secured remote
work during the first few weeks after the announcement of WFH was made.

None - no difference we had always had WFH
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Appendix D Interview summary of RQ2
To understand the influence of nWFH on IS Threats we started by asking few questions
as follows
Q: what are your thoughts on WFH and its impacts to information security of an
organization?
Q: Have you seen any differences in the information security threats like its more now
than earlier?
Q: Do you think the hazards of IS threats has changed while working from home?
Q: When people work from, what are the information security measures you follow?
Responses:
No necessarily... it’s the same, as before we did not notice any increase in IS threats in
our organization, however I have seen reports worldwide of increase in certain types
of threats like ransomware, falling to SPAM mails - which has shown increase trend,
and I feel it’s due to WFH.
No nothing as of now, nothing was reported during the pandemic period earlier like
one year, we were WFH continuously. Now we are in Hybrid mode and so far, no issues

reported

No, I don’t think so, when we had permissions to WFH like earlier I said there were
certain functions were allowed to WFH, so we already had a very robust VPN setup.
we had VPN and cloud technology that ensured access, security policies and even for

an employee working from remote location, access and security was already setup.

Access to malicious sites, clicking unidentified emails can help the hackers crack the
network that needs to be avoided. We have a few steps all employees need to follow -
should not entertain anyone else to use our laptops, they should not discuss any of our

company confidential information with anyone at home it’s a violation.

Spam emails having Covid-19 as the subject or in the mail body has to be filtered out

in email protection gateway.

I guess that the first thing you know.... that causes a .. ah people use their internet

access, so they are private networks, right?
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So, sure there will be issues, on the contrary here in office we are in a closed network.
So we only we can even monitor like who are joining and who are leaving in Realtime,
but when it comes to WFH we really don’t know .. like because it’s not a closed network
anymore. like an employee can use a hotspot or a fixed line connection. These are the

issues ....

Hazard, I see from my experience, more access to our online drives like google drives
had to be given to our employees and that was vulnerable.

we had a ransomware attack, but was contained, can’t provide more information on
this, but we had a ransomware issue last year.

we saw the term “Covid-19” being used in the spam mails which caught people's

attention and many of our people clicked on those spams thinking it was real!!

We did see more malware issues in the pandemic situation, and I say we were
vulnerable from people WFH. Yes, we had a ransomware attack and data breach
attempt once, but impact was less. After this event we have upgraded our encryption
method and the situation has improved, but we cannot relax, we are on high alert and

have set up alerting mechanisms!
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Appendix E Interview summary of RQ3

What are your thoughts when I say Organizational readiness with respect to
safeguarding against IS threats?

How do you define readiness in organizations to safeguard against IS threats?
P11 — “See with or without an emergency, organizations should be ready, I see the

budget as a constraint as I have seen in various organizations in our SME sector... But
the basic protection should be enabled, and we should not allow compromises to
happen. But also, I have seen less ransomware attacks in SMEs as compared to larger
organizations... I also want to add the "Top Management support” is critical and 1
expect this to be "Direct from Board Room"”.

P4 — ‘Readiness to me is always be ready with your basic defence, secured VPN, with
protective walls I mean Firewall, encryption and data loss prevention (DLP), IP
Whitelisting, of course from people perspective its training and awareness not only with
developers but with all functional organizations like HR, Finance, Quality teams etc
basically everyone in the organization should have the awareness and this can be
practically said to be readiness expected ...”

P3 — “This situation increased awareness among all players about the importance of
data and systems security and paves the way for standard practices on security to be
adopted by all.

Organizational readiness to me should comprise of Security Policies, process, updates,
awareness, compliance, training., continuous audits, tools”.

P6 — “The people should be aware of the things happening, they should be well
educated in security, I mean even with the best talent and technology we can’t achieve
the required security without people being aware of security policies of the

organizations and operate accordingly”.

192




“I see readiness as multifaceted like readiness from finance department, HR
department, culturally also HR should ensure they are preparing the employees
towards the readiness, there should be a strategy team as a part of readiness, IT teams
should be gearing up, and other than all everyone in the organization should have an
affinity to keep themselves and their organization secured, these defines the
readiness...”

P8 — “From IT perspective our org readiness includes — Data breach prevention - can
be achieved by Data loss prevention (DLP) software applications”.

P9 - Threats via browsing sites - Can be managed by monitoring browsers with AV and

cloud proxy checking for vulnerabilities on all machines and closing them Getting the
organization ready for WFH is a continuous process”.

P10 — “During this process, we need to ensure the following from IT and organization

perspective 1. Stable VPN 2. A good AV product 3. Proxy 4. Data Loss Prevention

Employees should have very little data on their devices, if its goes bad, immediately it
can be replaced enough hardware resources”

P14 — “No use of persona device  we can achieve basic readiness with the above and
of course training and awareness should be on top of the readiness criteria”.

P11 — “In our case it was a thorough process 1. when we heard about Covid-19, from
that day itself we started working on it 2. Even we had asked many teams to WFH and
collected their experiences With the above we had prepared better when actual WFH

was announced later” .
P12 —-" No, we were not ready, as a learning we quickly put together our security policy

and a manual which instructs the standard operating procedure that the organization
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must _follow when we were under such urgency for starting to WFH, it is better to lose
100 bucks instead of losing thousands bucks”.

P16 — “speaking on the readiness, we were not prepared at all, as did not have any
WFH concept earlier, we are from Manufacturing sector, hence a total plant shutdown
was the only solution, which lasted for 2-3 months beyond this I can’t reveal more”.
P17 — “I am from the pharmacy industry and work in marketing, we all had to connect
to our clients from home and travel on need basis with permission as delivering
medicines is an essential service, neither we worked from home or at office, we were
always online and coordinating the delivery of medicines so no WFH for us. But I can
talk about the online technology which helped us save our daily business, without
technology like internet, mobile phones, online doctor consulting we would be nothing
and could not serve anyone ...."”

P20 — “I am from IT infrastructure organization we support both on-premises
infrastructure and support on cloud, we have now come up with Hybrid support. But [
would like to inform that we were not at all ready. But till all the organizations or
Government announced the pandemic and asked all to be at home, we scaled up our
support with an internal red team directing us. All [ mean to say is we geared up our
online support, deployed remote support group to continue to support our clients and
still we had a percentage of infrastructure team on client premises as it was data centre
to be managed, they were all in client’s location”.

P11 — “Most of the people who were contacted from Banking sector informed they did
not have WFH at all, a chief manager of a reputed public sector bank informed it was
a struggle to manage the banking operations, beyond that he could not reveal....”

P5 — “No question of readiness and it was a war like emergency for us ..., we just made
everything possible to make the core banking, ATM and online methods more robust”

P19 — “In my view readiness can be scoping out the kind of threats an organization is

vulnerable to, depending on the industry it is trying to cater to”
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P4 “Having these threats documented and circulated among all the stakeholders, if
employees are a part of it yes, we should include them as well ,Clearly not sacrificing
on the security aspects of product development cost”

P12 — “Have the threat models built and analyzed to build secured products and hence
protect the organization”.

P17 - Organization should have a threat model with respect to internal and external
threats and hence, I recommend readiness starts with Threat modelling the entire
Organization by scanning the Organization's Technology, Environment with respect to
People. This can be a better way to define ORE.

P1- " Organizational readiness to me is the "Total Commitment from the Leadership
team , from the board, the board team should understand that keeping the organization
ready is mission critical and the board should drive the readiness in the organization
and from information security perspective the culture of the organization I mean the

"security culture for the organization should start from the Boardroom".

P3 - "The budget for information security should be adequate , see spending on security
today is better than after math of a security incident which spoils the reputation of the
organization”.

“I come from IT security core team, and I have few points to share on the readiness
and proactive initiatives”.

The Organization who are serious about their reputation should be always focussed on
a continual improvement, means periodic improvement plans in place and should work
on this plan implementation

Cybersecurity insurance is one which can help as a proactive measure, this is a
worthwhile investment

I understand organizational readiness as the readiness of organizations and all their
vendors (which is difficult to achieve), the readiness of the vendors or partners is
critical to secured organization

when you mention organizational readiness with information security context, we
should break it down into Organizational Functional team readiness, cyber security
readiness, information security readiness then we can take each and review.

OR - It’s about being prepared with a robust back system if the primary security system

fails by chance, to ensure we secure our customers data at any point of time.
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Can you provide your thoughts on readiness in organizations? How should they get
ready?

P11 - “I think it’s about risk forecasting and situation assessment that needs to be done
on a proactive basis and also have a solid project plan to address those risks along
with contingencies if they occur over a period of time”.

In your opinion what are the activities an organization should do to get ready to
safeguard against IS threats in such panic situations?

P6 — “Proactively put contingency plans and workarounds in place to safeguard
customer data and organizational data for unknown risks like COVID-19 is needed for
any organization to plan for threats in advance”.

P8 — “Yeah. organizational readiness like I said, unless it’s a mature company, I am
sure in the current scenario everybody was caught off guard ok! no body and it literally
happened suddenly like - OK starting next week we will all work-from-home. So that
way Org readiness was not even there or was not even envisioned, the only people
probably who were able to make it happen... some of those financial companies for
those kinds of companies who literally planned for those DR - Disaster recovery,
disaster continuity management, so those kinds of companies had something in place
and make it smoother for them, but not anybody else”.

P9 -“The idea is to be ready always, not when a situation arises. That is what the
pandemic situation has shown. Be ready for zero-day threats”.

How do you define readiness from Org perspective?

P6 — “Proper security processes, implementation of standard security tools, strict
compliance enforcement, continuous patch updates, employee training, constant
awareness of new breach vectors”.

Pl - Assume Zero Trust (ZTM) and don’t allow employees to use official laptops to
personal use!!”

P3 —* For readiness I believe in having a proper monitoring tool which goes a long
way”.

P4 — “OR is the first line of defence in this case there are lot of layers within the system
security and network, right? so that is the first layer to protect our network!”

P6 — “As a first incident response, we had enabled Hot lines in case if there is any
issue, the employees should first reach out to the hot line provided to them”.

P1 — “OK! OR means the organization is ready to take up any risks, and it can counter

it! risk of cyber-attack - for countering it we have put in place a better firewall
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protection, better AV — Anti-virus applications, and we should be working constantly
on the bugs if any , the bug fixes will be from a good partnerships with the vendors who
supply such applications Like McAfee etc”.

P2 — “I think in my initial response on OR, I mentioned CIA... So based on that if | want
to, you know ensure that the organization is ready for information security threats,..
the first one is confidentiality, that is I think the biggest of these.. for that we already
have a very experienced team in place.. when even before adopting a Technology like
encryption , so what we did is like once we moved to WFH model, we realized that there
is a greater of risk of people like misplacing the laptop and all , employees used to
travel to their home towns etc .. , So we implemented the automatic encryption
technology, which allowed us to mostly automatically lock the laptops whenever there
was any unauthorized activity being reported. So this way .. and robust Firewall
protection along with secured network access and VPN together we were able to
dynamically prepare for any such malicious activities. But this was possible as we are
a financial institution and hence budgets were not an issue!! we had the right
infrastructure base, and we did not have much challenges technically and Technology
plays very critical role in readiness!”

Readiness with respect to People, Process and Technology any thoughts on these?

Pl- “The priority for me would be first Technology, second People and then the
process, T will tell you why? First you should have ... what kind of technology
do we implement, because based on the type of Tech you educate your employees, that
why we have the e-Learnings right? Every employee has to mandatorily undergo e-
Learning and these e-learnings are monitored by HR. So even if there is a non-
compliance from any employee, the business head of the VP of that particular process
is answerable to that, so we take this very seriously, we often conduct this, 2 days
trainings to educate our employees about the Technology that we are using, what are
the ups and downs what are we supposed to do in case of security breaches and then
finally establishing a processes. I think once you know that your technology is correct,
that your people are aware of it you can easily set up the process and you know working
on it to improvise based on the needs of the business and data today change in
environment”.

P3 — “For readiness process - have the vight kind of talent, I think in our country we
do have lot of talents, who help set up these kinds of technologies. Be more proactive -

know what is exactly happening in the world. Always tie-up with reputed vendors, if
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you are taking a third-party service. To add with that I think, you know you can always
go for a reputable system security software, encryption methods and implement proper
Firewall protection levels”.

On readiness not all companies can afford right? your thoughts on this?

P7 — “Cyber security readiness - planning and implementation is a pretty elaborate
affair, and expensive too. not all organizations will be able to invest on both

resources and training for information security”.

P2 — “I believe that information security is as much a Function of employee awareness
and usage of best practices as the implementation of various tools in the computing
infrastructure”.

P6 — “Most of the orgs were not ready during COVID-19 for WFH - Readiness by
training and awareness, your thoughts on this? for small and medium enterprises”.
P10- “This, IMO - might have been true of most of the small and medium enterprises.

But I believe larger enterprises were well prepared”.
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Appendix F Interview summary of RQ3

We asked this question - How organizations assess their readiness? what are the factors
to consider for assessment?

Participants P10,P6,P8 expressed their views as below

“Readiness assessment? I would suggest like you know .... having access to the right
kind of technology and having implementation plan, like people who know how to use
the technology and implement it, making your resource planning like you should know
how much resources to be deployed to maintain the particular security system and this

’

way you can assess where you stand on readiness.’

“Continuous security audits, compliance audits (implementation, training)”.

“From Organization perspective for readiness assessment in any environment, primary
components need to be how well it has equipped with safeguarding Technology? how
to update or patches, because if the technology is outdated it may not have the capacity
to protect itself against new threats. The people using the tech needs to be more updated
and aware, so knowledge and training coupled with updates or patches to the latest

versions needs to be monitored and assessed.”
“Assessing readiness in organizations to safeguard against IS threats — Ah.. I view this

as a comprehensive process which can have a checklist from People, Process and

Technology view”.
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Appendix G Interview summary of RQ4

Challenges to implement ORE

Narration by participants P2,P4,P6 ,P7 is provided as below

“Yeah, Basically the degree of perception of people is one thing which I could make
out from what you mentioned and the employee willingness itself, All right? Has one of
the things and monitoring of those is mandated. I think in general these are the
important challenges with people.”

“In my experience I see employee adherence as an issue when any process change is
implemented, so the change management process is what we need to be robust and
communicated till the last employee is compliant.”

“First of all I have not heard of a term called "organizational readiness" , or we might
have used another term in our organization, hence if at all this term is used then we
should begin by defining it and then communicating I can see this as a challenge in
change management process.”

“Challenges for implementation of any new process will be an impact to all the
departments in our organization. Hence, I see people challenges, technology training
etc, establishment of support groups and management support.”

“I see apart from our people, process and technological impact of any new process
implementation, I also believe that we have third party contractors who work with us,
also have to be considered and assessed for the challenges to implement OR process,
like onboarding them, training them sign required NDA and legal documents etc.”

“I agree there will be challenges on implementing the readiness processor framework
- would like to add employee attitude to adherence to the policies and OR process,
security policy etc. is what I can think of.”

“Instead of naming this organizational readiness, can we put this under the best
practices for readiness? in this way we would not re-invent the readiness concept? Also,
it would be easier if we add the readiness as a best practice in organizations and a
critical Organizational characteristic, right?”

“The challenge in my organization is, people due to convenience of getting things done
quickly, or lack of time, people feel any process as a burden! example even security
policy adherence, people have lazy attitude, hence have a light weight and basic

bl

readiness process for a better compliance rate.’
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“hmm.. not really a challenge in .. for example, we had a change in security policy
during the pandemic, we added a few user-friendly rules but a policy which is of highest
standard which will ensure a secured culture. From Technology standpoint we built a
new user interface which was welcomed by the employees, hence a security policy
which is robust but having employee friendly usage helps a lot. Hence from the
challenges perspective I say if we have to implement a change it should be user

friendly.”
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Appendix H Interview summary on Best practices - Organizational

One of the participants P1 says as follows, which reflects on organization’s policy
“Some companies, I mean it, but I think some companies have gone to the extent of even
ensuring that they give a box to the employee with a good connection, and then they've
configured it for them in a way when at home”.

“So, I am actually saying, there are some companies, are, really following a method
where they kind of give a secure Wi-Fi connection and configured it in a way where
they can monitor”.

This can be affordable by bigger organizations but for smaller ones it’s still a struggle,

but as compared to a compromised device, it’s better to have such best practices.

Organization’s Monitoring policy

Participant P1’s response:

“All your monitoring thing has been reduced. Now you cannot really monitor
everything. What happens on my laptop when I'm working from home, these are the
problems”?

“Monitoring is really important. Training all employees is very important and
monitoring provides information on an insider to do something malicious is really
important. If there's a chance of an insider causing a problem, it is most of the attacks
happening from an insider, finding that bad element by monitoring is important and is
a CISO’s nightmare.”

“In the office it was a controlled environment but now at home it's tougher”
Monitoring over a VPN and beyond enterprise firewalls is a challenge to this policy
but as a best practice organization should take a tough stand to add this monitoring
policy and use relevant technologies for preventing any security incidents.

Training and security awareness policy

Organizational policies should include training and awareness as a continual process
and monitor its employees for completion of mandatory trainings and compliance and

it’s a kind of enforcement there is no other way to bring secure work culture!

As per participant P6
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“Yeah. so the only thing that this situation has brought in, is some of the training and
awareness nuances has to be formalized into work culture, because going forward you
will face your challenges, similar challenges and the model of work is going to turn
into hybrid model so this is not like task phase that you have just crossed it and
everything will be back to old status , no this is the new normal now.”

This thought emphasizes the need for training and awareness policy to be of high
importance.

“We can have organizational policies to include such important policies but in practice

we see employees tend to deviate the policies and it’s a very difficult question to answer,

as participant

Po6 says so”

“So, the reason is that from a pure employee perspective most of them do or do not
realize the repercussions of loss of data and loss of reputation. They are not too aware
of the impacts of what happens, they feel that doing these things is burdening. In
addition, when they are actually on official work that they are assigned to do, they are
bound to cut corners.”

Also, same thoughts are from participant P5

“Extra burden on them. They think it infringes on their freedom.”

So, what practices can help here? As participant P5 reinforces the use of a visible tool,
can help here.

“We have an internal wiki detailing Security Best Practices across different niches and
domains (mobility, web application development). We keep this wiki updated. We also
mandate employee training through LinkedIn learning courses”.

While wiki come from old school, but still its use as a mandatory practice of having

wiki documented in organizational policy seems to be relevant in this situation too.

Other practices at organizational level can include as participant P5 asserts in strong

voice

“Policies, procedures, manuals, therapeutics like security titbits popping up on
people’s lap top , reminding them always helps in reinforcing .. security tips delivered
through the screen savers etc matters a lot in as organizational practice and form

security circles to implement at ground level in the organizations and a highly placed
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peer reporting to avoid insider threats should get us better in readying the organization

’»

and adoption as a best practice .....

These statements and novel thoughts of moving towards building security culture in

Organization from ground up, can help in employees owning the security and develops

“security by habit”.

Zero trust management as organization’s policy

Trust no one or no device policy at organizational level seems to be the echo and voice
of most of the participants.

Though the participants believed zero trust management as a policy can help, it brings
out a very important point on “budget constraints” and return on investments (ROI).

Adequate security budget as organizational policy

Onboarding third party contractors: Security binding organizational policy

On this question what’s the best practice which can help prevent third party contractors
or suppliers from breaching security?

To conclude on the third-party contractors to be bound by the organizational policy
which lays down the steps the contractors to strictly adhere to and monitored by
competent authority pays back to the organization, if not for creating separate offices
for contractors for working or remote working.

At this point we reached a saturation on the responses for managerialor organizational

practices hence we concluded.

As participant P5 puts with clear voice

“Laptop, VPN most important no BYOD, adopt zero trust ...”

As per participant P6

Zero trust? that makes sense, from a long run perspective it's a good answer but

however to get it in practicality for every organization is next to impossible depends on
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how big an organization or what is the kind of work they do I guess when its Ul kind of

work etc ,so is it worthwhile? what is the ROI to do all of these?..”

Though the participants believed zero trust management as a policy can help, it brings
out a very important point on “budget constraints” and return on investments (ROI).

Adequate security budget as organizational policy

The security budget should be adequate enough to accommodate the costs of technology

products which are of utmost relevance, not all technologies need to be procured!

PS5 puts it like this

“Employee training, building internal security tool sets (if budget permits) - which our

bl

organization does.’

While allocating adequate budget is important as a policy, but as P5 puts it, it’s equally
important to building internal tool sets, building them inhouse can be an organizational
best practice call to employees, which can spring up innovation from employees to
build their own tools instead of buying costly tools. Also, this is a very important
managerial aspect of digging into their teams to unearth the hidden technical talent,
which can help in developing inhouse tools for security.

Onboarding third party contractors: Security binding organizational policy

On this question what’s the best practice which can help prevent third party contractors

or suppliers from breaching security?

P6 says

“Now the line is getting blurred, because a contractor or internal employee is legally
bound by the contract, but he is not, he is no different from an internal employee or

contractor.”

P1 says
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“A lot of companies, what the clients(contractors), they do work for, we have some
things in place. Best practice in place, the thing is, you have a good organizational
environment that people are like outsourcing companies like Infosys, and Wipro. They
create a separate office for a particular client. People come to office work and then go.
Some of them even have a requirement that they leave mobile phones outside, it’s

possible in big companies and not for small companies.”

To conclude on the third-party contractors to be bound by the organizational policy
which lays down the steps the contractors to strictly adhere to and monitored by
competent authority pays back to the organization, if not for creating separate offices
for contractors for working or remote working.

At this point we reached a saturation on the responses for managerial - organizational

practices hence we concluded.
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Appendix I Interview summary on Best practices -Technical

Password rotation

Participant P6 asserts

“Forced password rotation , sometimes whatever that minimal password length all
those kinds of password rotation , password strength you will have to enforce, there
are things certainly it is not possible but to that extent possible, we should try to see
what is the login logout time and what are being accessed, which will hold good even
when you are at office but more so when its home , in office at least you had option of
doing some firewalls via proxies for access we could prevent from certain sites to be
accessed, but protect the systems within your organization because it can contain
malware, phishing all of those, when people working from home all these firewall kind
of endpoint security is left up to them which is difficult to enforce with this being the
criterion its lot more challenging and lot more.. more potential of having
security issues ..”

“Yeah.it can be as simple as changing your password every month, nothing has

happened in the last three years why should I change?”

While strict policy of password rotation should be enforced, the above statements bring
out employee attitude towards the adherence to technical practices which has to be dealt
with some form of deterrence policy, hence here we see a mix of both organizational,
technical practices converge here and should be built into the work culture.

Technology driving the environments at home

P7 says

“The Technical environment I am assuming is more on software aspects some of the
things holds good when you are in office or home depends on environment you are ,
while on one side of the it's more like a work life balance people at least tend to have a
differentiation between office and home , now that has got blurred in the big picture ,
what you say office environment or home environment that has got blurred or merged
now so that has also” happened somewhere like a mixed bag some of it were not

expected some were good and some were not..”
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Technology in this context means the software to be used when people work-from-
home. The restrictions administered through endpoint management - to use only
approved software on the laptops is one of major voices we heard. Even if you allow
personal devices provide the OS and image which can be downloaded through your

own private cloud. This can be the takeaway for small and medium organizations.

IP address, authentication, Identity and Access management (IAM)

“No not more access privileges you just. your authentication has to be more expanded
and more robust like if you are working from office you can say access to AWS server
can be only from this IP ,now we have to give individual access to all the people who
need access to servers , one might be their Wi-Fi if it's not a static IP it keeps changing
, you might have to keep changing IPs for giving access so that has brought in little
more effort on the management side because at the end of the day people still need

access.”

“We have added the IP address management to the whitelisting best practice. 2 FA two
factor authentication and multi factor authentication are preferred. While weighing the
cost factor 2FA is not costly whereas MFA can be costly, hence weighing based on the
ROI is important small and medium organizations. usage of IAM — identity and access
management can be inhouse of through AWS amazon web services or GCP — Google

cloud platform”.

Individual device management

P1 points to the following narration

“Lock your systems if you are not working on them”.

“No be it laptop or mobile phones all the same , that means more or less the similar,
whether they work from office or not , and from software aspect is, everybody is a
professional whose working for the company so ideally they say or it is said that if you
not are in front of the system you lock it and go about doing your other work, in home

you tend to be in a different kind of environment, so you may or may not lock your
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computer which will also mean that it’s a potential hazard and there will be others at
home going and coming who are ideally not bound by the NDA or the confidential

contracts of the organization..”

Managed Endpoints and Encryption

P6 says

“For example, we made sure that people take the laptop outside and all that, and if the
laptop gets stolen. We did the endpoint security encryption, endpoint was encrypted,
the laptop was encrypted.”

“You use more stronger encryption method at home and that can be done is what we

are following.”

Endpoint encryption is a best practice, some organizations follow this but for small and

medium organizations need to balance the costs.

Managed endpoints and usage of endpoint management software

P7 says

Oh, managed endpoint? Yes, that helps to the limitation of what it used to be in office,
the same thing it does here in the new condition. It does help to some extent, I am sure
there are challenges and then just managing it over a VPN connection for everybody,
products like ePO e-policy orchestrator will help for sure but using this kind of products
over VPN has to be explore or might have been solved by now.”

“Now there are EDR (endpoint detection and response) solutions, right? Others are
there, but I think for those, people have to install EDR solutions, which is an integrated

solution that has both data collection in real time and continuous monitoring.” “Might

be costlier for small organizations.”

P7 also talks on the same practice

“Being a product manager, I follow and promote best practices like, VPN,2FA,
encryption and EDR solutions from Technology standpoint”
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There are a number of tools which can help, but as said earlier the best practice is to
develop internal tool sets which can overcome any budget constraints.

Software OS updates, security patches updates

What bubbles up as a common security issue?

P2 had responded as

“Not having good antivirus installed on business endpoints, not updating authorized OS
patches, antivirus updates regularly, absence of multi-factor authentication, improper
authorization implementation, not being aware of the usage context - personalor
business.”

Strong enforcement through the endpoint management software to do routine health
check if the OS patches, security patches, antivirus updates are done and force the
updates is a deemed technical best practice.

Routine Security Audits

P2 says

“Continuous security audits, compliance audits (implementation, training), Proper
security process, implementation of standard security tools, strict compliance
enforcement, continuous security patch updates, employee training, constant
awareness of new breach vectors.”

“Today, compliance is a standard procedure and can be outsourced. However, if costs
are a factor, then one has to trust employee actions and remind regularly.”

The health check of all the endpoints are a must and this a healthy practice.
[P-whitelisting

P6 says,

“We can avoid security issues if the employee’s devices with proper authentication and

authorizations policies are in place and there is a proper white-listing mechanism for

consulting organizations.”
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While the best practice of IP whitelisting for contractors is considered, organizations

also can review if it can be applied for their employees?

Providing Laptops with organization’s configured image

As P4 says

“All the laptops are VPN configured and secured organizational image is on all the
devices and the employee will have no freedom or options to invite a threat.”

This also applies to contractors as per participant P4

“All the contractor laptops and systems are secured as per the IS policies and standards
with secured image and VPN configuration.”

Monitor, Monitor, Monitor as a best practice

P7 says

“I believe in monitor, monitor and monitor!”

P3 echoes the same

“Monitoring antivirus console on regular basis, Monitoring DLP breaches, is very
critical apart from other monitoring for compliance”.

To conclude monitoring is very critical regardless of employees work location, more
so when then work from remote. This needs support from top management on allocating
budget required for such tools or for inhouse development is again reiterated here.

We reached a saturation on participant’s responses at this point and hence we

concluded.
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Appendix J - List of Abbreviations

Abbreviation Expansion

BYOD Bring Your Own Device

BPG Best practices guide

CIA Confidentiality, Integrity, Availability
DDoS Distributed Denial of Service

ISM Information systems management
IAM Identity and Access Management

ISA Information Security Awareness

ISE Information Security Education

IST Information Security Training

IT Information Technology

IS Information Security

RBAC Role Based Access Control

RDP Remote Desktop Protocol

VPN Virtual Private Network

ZTM Zero Trust Model

nWFH new Work-from-home

WFH Work-from-home

MAM Mobile Application Management
BPG Best Practices Guide

TMT Top Management

MDM Mobile Device Management

MFA Multi-factor Authentication

MIM Mobile Information Management
NIST National Institute of Standards and Technology
OT Operational Technology

ORE Organizational Readiness

OS Operating System

SME Small and Medium Enterprises
VOISM Voice of Information Security Managers
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Institutional Review Board
Indian Institute of Management Indore

Certificate of Approval

Title of the study: Information security threats and organizational readiness in a
WFH seenario.
Principal Investigator(s): Guruprasad B J

This is to certify that the above proposal has been reviewed by the Institutional
Review Board (IRB) at the Indian Institute of Management Indore (IIM Indore),
and it meets the requirements of the IRB. The proposal has been APPROVED on
30-3-2023, with IRB Approval No. EFPM/30032023/023.

This approval remains valid for a maximum of three years from the date of
approval.

The principal investigator(s) is/are responsible for adhering to the conditions of
the approval.

The principal investigator(s) is/are required to submit a completion report to the
IRB after the conclusion of the study.

Signed:
\S\ oz\jow
Sayantan Banerjee

Chair, Research & Publications
Indian Institute of Management Indore
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Phone : +91-731-2439400, Fax : +91-731-2439800 Website : http://www.iimidr.ac.in
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